Download WinAuth from https://winauth.github.io/winauth/download.html

Save the winauth.exe somewhere meaningful. C:\users\youruser\Documents
Start the winauth.exe

Switch to the invitation in the mail and follow the invitation. When you come to the “More
information required” proceed further. The following pictures may help you to configure MFA with
winauth.exe

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Next

Additional security verification

Secure your account by adding phone verification to your password. View video to know

Step 1: How should we contact you?

Mobile app v

How do you want to use the mobile app?

Receive notifications for verification

®  Use verification code

To use these verification methods, you must set up the Microsoft Authenticator app.

Mobile app has been configured.


https://winauth.github.io/winauth/download.html

WinAuth

Click the "Add" button to create or imfport your authenticator

Configure mobile app

Add > Authenticator O
Complete the following steps to configure your mobile apy
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Configure app with notifications

If you are unable to scan the image, enter the following information in your app.
Account Name: Zuehl} #EXT#@Zuhlke.onmicrosoft.com

Secret Key: jlp c72ts
2 copy key |

If the app displays a six-digit code, choose "Next".

Next cancel



Microsoft Authenticator

Name: | Zuehlke Authenticator] I
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1. Login into your Microsoft account at accourt.live.com.

2. Click the Security Info option.

3. Click "Set up two-step verification”. If you dont see it you must first
verify an alternative email address,

4. Click Next.

5. Select the Authenticator App. You could also download Mlcrosoft's
Authenticator app onto your smartphone so you can set it up on both.
6. Click "l can't see the bar code" underneath the QR code image.

7. Enter the Secret Key in the field below:

jllp <721 =gas mba

8. | Verify Authenticator

. Enter the following code to verify it is working.

|82 | (M| Allow copy?

10. IMPORTANT: Write down you Secret Code and store it somewhere
safe and secure. You will need it if you ever need to restore your
authenticator.

Press OK



Protection
Select how you would like to protect your authenticators. Using a password is strongly recommended, otherwise your
data could be read and stolen by malware running on your computer.

(W Protect with my own password
Your authenticators will be encrypted using your own password and you will need to enter your password to open
WinAuth. Your authenticators will be inaccessible if you forget your password and you do not have a backup.

Password sssssese

Verify sssssesse

Additionally, you can protect and encrypt your data using the built-in Windows account encryption. This will lock your
authenticators to this computer or user so they cannot be cpened even if the files are copied. You MUST turn this off if
you are geing to reformat your disk re-install Windows or delete this user account.

(W] Encrypt to only be useable on this computer

(W] And only by the current user on this computer

[] Lock with a YubiKey
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| Use Slot | | Configure Slot

0K Cancel

Finish the MFA registration in the browser and confirm it with the provided winauth key.



